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OUTSMARTING 
CYBERCRIMINALS 
WITH STEALTH
Datex ups the security game, keeping 
sensitive data hidden from thieves

INDUSTRY:  DATA SECURITY 

REGION:  CANADA

VISION

Transform the data security industry 
with a paradigm-shifting approach 
to preventing unauthorized users or 
intruders from accessing and stealing 
sensitive information

STRATEGY

Establish an OEM relationship with 
a global vendor to acquire hardware 
with onboard security features to run 
the DataStealth security solution

OUTCOMES

• Sustains hundreds of thousands of 
data security actions/minute

• Achieves global business 
expansion with flexible financing

• Secures data at every level 
throughout its lifecycle

Cybercriminals can’t steal what they can’t see. Datex 
revolutionized data security by completely removing 
sensitive information from their reach, identifying and 
transforming data—hundreds of thousands of times 
per minute—into substitute values that work in regular 
business processes but are useless to thieves.

Changing the data security game

The data security industry has long offered two primary methods for organizations 
to prevent cybercriminals from stealing sensitive information—blocking access with 
perimeter firewalls and monitoring networks and issuing alerts if someone gets 
through those barriers. Billions of dollars are spent every year on these solutions, 
yet tens of billions of sensitive records were exposed in 2020 alone.1 Ed Leavens, 
the founder and chief executive officer of Datex, recognized the obvious: “Traditional 
approaches to data security aren’t solving the problem,” he notes.

Instead, the team at Datex had a novel idea. Leavens says, “If companies were to 
replace sensitive information in their IT environments with benign substitutes before 
that information arrived, there wouldn’t be anything for cybercriminals to steal even 
if they did breach the network.” This was the genesis of Datex’s groundbreaking data 
security solution, DataStealth. 

The patented DataStealth platform doesn’t simply block network traffic or send out 
alerts in the event of a network breach. It inspects data and documents passing 
through DataStealth in real time. Then, based on proprietary data protection policies, 
it identifies information the customer deems to be sensitive and replaces that 
sensitive data with a variety of replacement options. 

Click here to see if this document is available in the language of your choice.

1 2020 Q3 Report Data Breach QuickView, Risk Based Security

https://psnow.ext.hpe.com/collection-resources/a50003906ENW
https://pages.riskbasedsecurity.com/hubfs/Reports/2020/2020%20Q3%20Data%20Breach%20QuickView%20Report.pdf


We are able to solve a wide range of common data security challenges 
for companies, helping them reduce risk, ensure compliance, and maintain 
effective data governance by protecting their data before it lands in its 
intended destination.”
–  ED LEAVENS, CHIEF EXECUTIVE OFFICER, DATEX
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For example, if DataStealth detects credit card numbers 
or personally identifiable information (PII) on the way to a 
customer database, it might transform that information into 
substitute values—using techniques such as tokenization, 
encryption, or masking—which are then used in regular 
business processes. In the event the original information is 
required at a later point in time, DataStealth can reverse the 
process and reidentify the information for authorized users 
and for authorized use cases. 

Renders data useless to cybercriminals

There are a number of examples where DataStealth 
uniquely solves data security problems. Leavens says, 
“We are able to solve a wide range of common data 
security challenges for companies, helping them reduce 
risk, ensure compliance, and maintain effective data 
governance by protecting their data before it lands in its 
intended destination.”

For example, DataStealth can significantly reduce the scope 
of a customer’s PCI-DSS audit, it can provide de-identified 
production data being sent to test and development 
environments, or it can allow companies to use SaaS and 
cloud-based solutions while at the same time ensuring 
their real data never leaves home.

Partnering with technology providers is central to Datex’s 
business. To enhance and extend the value DataStealth 
brings to customers, Datex works with a number of SaaS, 
cloud, and software companies. But when it comes to 
hardware, Datex has just one partner—Hewlett Packard 
Enterprise. “Partnering with HPE as an OEM is crucial to 
the way we operate as a business,” he says.

One vitally important element is flexible financing, which 
Leavens obtains through HPE Financial Services. He notes, 
“Financing can sometimes be an obstacle in business, but 
HPEFS has been a business-enabler for us. They’re very 
responsive and flexible in offering ways to help us grow 
our business.”
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Building in security at 
every level

To deliver its unique data security 
capabilities, Datex places heavy demands 
on the hardware running DataStealth. 
As an HPE OEM partner, Datex chooses 
HPE ProLiant Gen10 servers. The 
number one reason—security.

Leavens explains, “We value features 
like the HPE Trusted Platform 
Module (TPM), which allows for 
hardware-based random number 
generation, FIPS (federal information 
processing standard) compliance, and a 
process for the secure decommissioning 
of servers. These things give us confidence 
going to customers with our solution, 
knowing we can secure their data at 
every level and throughout its lifecycle.”

Performance and reliability are also 
essential. DataStealth scales up and 
out depending on the customer’s 
performance and redundancy 
requirements. Measured in milliseconds, 
the DataStealth platform recognizes 
specific data types and applies one or 
more data protection policies to the data 
in real time. The HPE hardware allows 
the DataStealth platform to perform 
hundreds of thousands of these actions 
per second—all day, every day.

“We have one customer that sustains 
over 900,000 requests to DataStealth 
per minute,” Leavens reports. “We are 
hammering these HPE servers with 
unbelievable workloads 24x7. They 
never let us down.”

Moreover, Datex offers a hosted managed 
environment for customers, reading data 
and applying data protection policies 
nonstop for customers all over the world. 
Leavens says that DataStealth running 
on a single HPE ProLiant DL360 Gen10 
server can sustain 15,000 service 
requests per second without a problem. 
And in five years, he’s only had to change 
one hard drive.

Global support central to 
business expansion

Based in Canada, Datex has expanded 
over the last few years to serve 
customers around the world. As an 
HPE OEM partner, the company gets 
the added benefit of global support.

Support starts with a flexible warranty 
that allows Datex to bring HPE 
hardware into its Canadian facility and 
fully configure a DataStealth solution 
specific to each customer use case 

without starting the warranty clock 
ticking as in most typical procurement 
arrangements.

Leavens explains, “As an OEM 
partner, I get a window of time to load 
everything needed to have a complete 
solution ready for our customer. Then, 
when our DataStealth platform arrives at 
the customer site, they still have the full 
three-year warranty intact.”

With customers worldwide, in-country 
technical support is also critical. Leavens 
says, “We include HPE Proactive Care 
with 24x7, four-hour response with 
every deployment. With that level of 
support, I sleep better at night knowing 
there are feet on the street taking care 
of our customers everywhere I have our 
solution deployed.”

Additionally, the OEM relationship 
affords Leavens and his team access to 
HPE labs and engineering assistance 
to test new capabilities before bringing 
them to market. “Being an OEM brings 
advantages we wouldn’t get otherwise,” 
he concludes. “If we need access 
to technical expertise or help with 
promotion in the marketplace, HPE is 
always there to support us.”

I sleep better at night knowing there are feet  
on the street taking care of our customers  
everywhere I have our solution deployed.”
–  ED LEAVENS, CHIEF EXECUTIVE OFFICER, DATEX
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SOLUTION
HARDWARE

• HPE ProLiant DL380 Gen10 
servers

SOFTWARE

• DataStealth proprietary software

HPE POINTNEXT SERVICES

• HPE Proactive Care

HPE FINANCIAL SERVICES
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